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keygen_me

Created

tags reversing z3

We are given a binary and an endpoint to connect to as 35.184.207.253:1337

) file keygen_me
keygen_me: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linke
d, interpreter /1ib64/1d-1linux-x86-64.s0.2, BuildID[shal]=f34cb69cc0c31583a75e159122a

1c6277a564bee, for GNU/Linux 3.2.0, not stripped

Running the binary we are asked for a key, providing an invalid key prints tnvaiid

key

) ./keygen_me
Enter key: AAAA
Invalid key

Opening the binary in ghidra
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we see that our input is being passed to the check function which checks the
password. Opening the check function we find a lot of conditions which needs to
be satisfied
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now we can use to create a script which can generate a key that satisfies all
of these conditions.

The following script does the same.

#1/usr/bin/env python3
from z3 import *

key = [BitVec(f'key_{i}', 8) for i in range(0x16)]
solver = Solver()

for i in range(0x16):
solver.add(And(key[i] >= ord('0"'),key[i] <= ord('z"')))

solver.add(key[3] + key[0] == 0x72)
solver.add(key[0x12] + key[1] == 0xd6)
solver.add(key[4] + key[2] == 0xb2)
solver.add(key[6] N key[5] == 0x4c)
solver.add(key[8] - key[7] == 0x11)
solver.add(key[10] - key[9] == 0x3b)
solver.add(key[0xb] + key[Oxc] - key[Oxd] == 0x47)
solver.add(key[Oxe] + key[Oxf] - key[06x10] == 0x1f)

solver.add(key[0x11] + key[0x10] - key[06x12] == 0x58)

solver.add(key[0x15] A key[0x13] A key[0x14] == 0x43)

if solver.check() == sat:
m = solver.model()
flag = ''.join([chr(m.evaluate(key[i]).as_long()) for i in range(0x16)])
print(flag)

Running the script we get the key as sjx: :x4918s8k<8rwzy930

now we can get the flag by sending the key to the endpoint.

Copyright © 2021 by RedTeam Hacker Academy Pvt. Ltd.
All rights reserved.



An Edutech product of
RedTeam Hacker Academy Pvt. Ldt.

Gérace | REOTEAM

AMALGAMATING CYBERSECURITY EDUCATION

RedTeam Hacker Academy Pvt. Ltd.

An ISO 9001 - 2015 Certified Company

Contact

PUNE TRIVANDRUM MANGALORE
Level 4, Prabhavee Tech Park, 2nd Floor, Athens Plaza, SS Kovil Road, 2nd Floor, Alfa Towers,
Baner, Pune, Maharashtra 411045A Near Apollo Dimora, Opposite Balmatta Rd, Hampankatta,
Central Railway Station, Thampanoor, taka 575001
+91 859 060 4105 Thiruvananthapuram,Kerala 695001 Mang2|07r68, Karn;; :.666
+
+91 956 219 5666 e
KOCHI CALICUT KOTTAKKAL
1st Floor, Kariyappilli Tower, 3rd Floor, Thayyil Arcade, 4th Floor, K.P.M Tower,
Near Kinder Hospital, Metro Pillar Opposite Baby Memorial Hospital, Above South Indian Bank
No.345,VMB Road, V. Panoli Road, Azhakodi Temple Road, Tirur ,Malappuram ,Manjeri Rd,
Pathadippalam, Edappally, Kozhikode, Kerala 673004 Kottakkal. Kerala 676503
2024 ’
Ernakulam, Kerala 6820 +91 956 250 3666 +91 984 629 1666

+91 956 290 4666

° o 0 @ (@redteamacademy



