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We are given a png file

) file flag_embed.png
flag_embed.png: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segme
nt length 16, baseline, precision 8, 1200x900, components 3

Opening the png file doesn't reveal anything.
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as the challenge is of steganography then its pretty sure the data is hidden in the
file. There are various tools which can be used to embed data in png files one of
them is steghide which can embed files inside image files. we can try to extract
the file hidden in this png using steghide.

) steghide extract -sf flag_embed.png
Enter passphrase:

wrote extracted data to "flag.txt".

) cat flag.txt
ctf{h!ding_d4ta_!n5!d3_f!13s}

using an empty password we were able to extract the flag file and get the flag.
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